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https://tech.nicolonsky.ch/
https://twitter.com/nicolonsky
mailto:nicola@nicolasuter.ch
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Reach out
Graph Explorer Microsoft Graph



https://developer.microsoft.com/en-us/graph/
https://developer.microsoft.com/en-us/graph/graph-explorer
https://github.com/microsoftgraph/g-raph
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https://graph.microsoft.com{versionj{resource}{id}/{property}

A {version}

A v1.0 or beta
A {resource}

A users, groupsjeviceManagementdeviceAppManagemeit
A {id}

A GUID: 440f7ffDb5a4dcab423-cc6299bf5aa2

A UPN: sean.connery@dev.nicolonsky.ch

A {property}
A lusers/sean.connery@dev.nicolonsky.ch/manager
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Stepsto arequest

1 2

Obtain Access Token Request method + URL
(Request Body)

Send request

Process request

—

Response
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Method Description

GET requestsa representation of the specified resource
POST submitan entity to the specified resource

PATCH apply partialmodificationsto a resource

DELETE deletesthe specified resource

ref: HTTP request methoddHTTP | MDN (mozilla.org)



https://developer.mozilla.org/en-US/docs/Web/HTTP/Methods
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A PowerSheli> InvokeRestMethod
A Linux / Unix> curl

A Graph Explorer

A Postman

A Logic Apps

A Power Automate

A Python

A Client SDKs: C¥ava, many more
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Demo: Graph Explorer

Shortcut:

My dayto-day tricks:
A Count Profiles

L] o o
INEEEEEERE

EEEEEEEN \
’11111 .

A Copying profiles

A Getting PowerShell script content



http://aka.ms/ge
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A App registration

Digging deeper

A Multi tenant
A Registered within own tenant

A Oauth2.0 and OpenlD connect

. Essentials

Display name

Application (client) ID .

Directory (tenant) ID

Chbject 1D

: WPNinja2103

702cabct-4cad-4dbb-9997-7ed4694db1ea

: 69271346-cb42-4bcd-b545-338c738cb57e

»ad0f12d1-b2fe-41eb-bacs-5c58 104103 f

Imagesrc Seb8iaan.com

Azure Active Directory
Tenant #1

’7Instance of
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App Registration Enterprise Application
(Application) (Service Principal)

T—Reference to |

’
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4 Azure Active Directory
N / Tenant #2

Enterprise Application
(Service Principal)

Supported account types
Redirect URIs

Application 1D URI

: My organization only
: Dweb, 0 spa, 2 public client

. Add an Application 1D URI



https://www.seb8iaan.com/the-difference-between-azuread-app-registrations-and-enterprise-applications-explained/
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Microsoft Intune PowerShell

A Microsoft Intune PowerShell
A Application IDd1ddfOe4d6724daeb5549d5bdfd93547

Admin consent Uszer conszent

2 search permissions

APl Name T4 Permission T Type

Microsoft Graph

Microsoft Graph Parform user-impacting remote actions on Microsoft Intune devices Delegated
Microsoft Graph Read and write Microsoft Intune devices Delegated
Microsoft Gragh Read and write Microsoft Intune REAC settings Delegated
Microsoft Graph Read and write Microsoft Intune apps Delegated
Microsoft Graph Read and write Microsoft Intune Device Configuration and Policies Delegated
Microsoft Graph Read and write Microsoft Intune configuration Delegated
Microsoft Gragh Read and write all groups Delegated
Microsoft Graph Read directory data Delegated
Microsoft Graph Sign users in Delegated

Windows Azure Active Directory
Windows Azure Active Directory Sign in and read user profile Delegated

Windows Azure Active Directory Read all groups Delegated
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A Interactive
A Authorization code flow
A Device code flow

A Unattended

A Client credentials
A Secret
A Certificate —

App registration —
| Enterprise App

~—

img src Microsoft identity platform

Authorization
Server

Microsoft
identity

platform
endpoint

Acquiring access tokens

— AAD

N
/
—1 Bearer
OAuth client

(native or web a

token
Pp)

Resource owner
(End-user)

Resource server
(REST API)



https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-v2-protocols
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Authentication & Authorization

{
"aud": "OOOOOOO?:OOOOOOOOCOOOOOOOOOOOOOOQJL Well known app identifier for Microsoft Graph

"is<": "https://sts.windows.net/69271346-cb424bcdb645-338c738ch57#, |- Token issuer => your AAD tenant
"jat"; 1609530487,

"nbf*': 1609530487, Issued at, not before, expiration

"exp": 1609534387

"appid'. "de8bc8b5d9f9-48bl-a8adb748da725064",

"Idp": "https://sts.windows.net/6927134&b424bcdb645338c738ch57e/",

"idtyp": "user",

"name": "Nicola Suter",

"scp'" "DeviceManagementConfiguration.ReadWrite./DIirectory.ReadWrite.AII,} OAuth Scopes

"tid": "69271346¢cbh424bcdb645338c738cbh57¢e",

}
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A POSThttps://login.microsoftonline.com/{ TenantD}oauth2/v2.0/token
eody

Mame w | Value
https: /fgraph.microsoft. com/,. default

dient credentials

dient_infa 1
dient_id 453436af-5bod-449b-52h6-2200 12230727

Body 0000000009990
Mame - | Value
sCope https:/fgraph.microsoft.com/.default
grant_type dient_credentialz
dient_info 1
dient_id 453436af-5b3d-448b-32bA-2200 1230727
dient_assertion_type urniietf:params:oauth:dient-assertion-type:jwt-bearer
A\



https://login.microsoftonline.com/%7bTenant-ID%7d/oauth2/v2.0/token
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A msoraphsdk-powershell
MSAL
A MSAL.PS

A Intune-PowerShelSDK

A powershelkintune-samples

MSAL is now the recommended authentication library for use with the

Microsoft identity platform
Microsoft identity platform



https://github.com/microsoftgraph/msgraph-sdk-powershell
https://github.com/AzureAD/MSAL.PS
https://github.com/microsoft/Intune-PowerShell-SDK
https://github.com/microsoftgraph/powershell-intune-samples
https://docs.microsoft.com/en-us/azure/active-directory/develop/msal-migration
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Way togo?




