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Content

ÅGraph API details

ÅGraph explorer

ÅAuthentication

ÅPowerShell

Lots of demos
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About

Interests

EM + S, Automation

Working @

Blog

tech.nicolonsky.ch

Reach out

@nicolonsky

nicola@nicolasuter.ch

άhŦŦƭƛƴŜέ

Triathlon

Part time BsCstudies in computer science

Certifications

https://tech.nicolonsky.ch/
https://twitter.com/nicolonsky
mailto:nicola@nicolasuter.ch
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About

Interests
Providing an interface to interact with 

Office 365, Enterprise Mobility + 
Security and Windows 10 

Working for

Blog

Microsoft Graph dev center

Reach out

Graph Explorer - Microsoft Graph

άhŦŦƭƛƴŜέ ŀŎǘƛǾƛǘƛŜǎ

Prefer not to say

Certifications

Microsoft

Imgsrc: microsoftgraph/g-raph

https://developer.microsoft.com/en-us/graph/
https://developer.microsoft.com/en-us/graph/graph-explorer
https://github.com/microsoftgraph/g-raph
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άIƻƳŜέ

https://graph.microsoft.com/{version}/{resource}/{id}/{property}?{query-parameters}

Å{version}
Åv1.0 or beta

Å{resource}
Åusers, groups, deviceManagement, deviceAppManagementΧ

Å{id}
ÅGUID: 440f7ffd-0b5a-4dca-b423-cc6299bf5aa2
ÅUPN: sean.connery@dev.nicolonsky.ch

Å{property}
Å/users/sean.connery@dev.nicolonsky.ch/manager

Å{query-parameters}
Å$select
Å$filter
Å$count
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Stepsto a request

Obtain Access Token Request method + URL

(Request Body)

Send request

Response

Process request
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HTTP request methods?

ref: HTTP request methods - HTTP | MDN (mozilla.org)

Method Description

GET requestsa representation of the specified resource

POST submit an entity to the specified resource

PATCH apply partial modificationsto a resource

DELETE deletesthe specified resource

PUT replacesall current representations of the target resource

https://developer.mozilla.org/en-US/docs/Web/HTTP/Methods
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ά/ƭƛŜƴǘǎέ

ÅPowerShell -> Invoke-RestMethod

ÅLinux / Unix -> curl

ÅGraph Explorer

ÅPostman

ÅLogic Apps

ÅPower Automate

ÅPython

ÅClient SDKs: C#, Java, many more
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Demo: Graph Explorer

Shortcut: http://aka.ms/ge

My day-to-day tricks:

Å Count Profiles

Å Copying profiles

Å Getting PowerShell script content

http://aka.ms/ge
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Digging deeper

ÅApp registration
ÅMulti tenant

ÅRegistered within own tenant

ÅOauth2.0 and OpenID connect

image src: Seb8iaan.com

https://www.seb8iaan.com/the-difference-between-azuread-app-registrations-and-enterprise-applications-explained/
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Microsoft Intune PowerShell

ÅMicrosoft Intune PowerShell

ÅApplication ID: d1ddf0e4-d672-4dae-b554-9d5bdfd93547
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Acquiring access tokens

ÅInteractive
ÅAuthorization code flow
ÅDevice code flow

ÅUnattended
ÅClient credentials

ÅSecret

ÅCertificate

imgsrc: Microsoft identity platform

AAD

App registration
/ Enterprise App

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-v2-protocols
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Authentication & Authorization

{

"aud": "00000003-0000-0000-c000-000000000000",

"iss": "https://sts.windows.net/69271346-cb42-4bcd-b645-338c738cb57e/",

"iat": 1609530487,

"nbf": 1609530487,

"exp": 1609534387,

"appid": "de8bc8b5-d9f9-48b1-a8ad-b748da725064",

"idp": "https://sts.windows.net/69271346-cb42-4bcd-b645-338c738cb57e/",

"idtyp": "user",

"name": "Nicola Suter",

"scp": "DeviceManagementConfiguration.ReadWrite.AllDirectory.ReadWrite.All",

"tid": "69271346-cb42-4bcd-b645-338c738cb57e",

}

Well known app identifier for Microsoft Graph

Token issuer => your AAD tenant

OAuth Scopes

Issued at, not before, expiration
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Unattended options

ÅPOST: https://login.microsoftonline.com/{Tenant-ID}/oauth2/v2.0/token

https://login.microsoftonline.com/%7bTenant-ID%7d/oauth2/v2.0/token
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PowerShell modules

Åmsgraph-sdk-powershell

ÅMSAL.PS

ÅIntune-PowerShell-SDK

Åpowershell-intune-samples
ADAL

MSAL

MSAL is now the recommended authentication library for use with the 

Microsoft identity platform .
Microsoft identity platform

https://github.com/microsoftgraph/msgraph-sdk-powershell
https://github.com/AzureAD/MSAL.PS
https://github.com/microsoft/Intune-PowerShell-SDK
https://github.com/microsoftgraph/powershell-intune-samples
https://docs.microsoft.com/en-us/azure/active-directory/develop/msal-migration
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Way to go?


